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BRIEF DESCRIPTION OF SYSTEM'S DEPT. SERVING AS PRIMARY GENERAL DESCRIPTION OF SRR | et A TR A
SYSTEM PRODUCT PURPOSE - CUSTODIAN SYSTEM VENDOR CATEGORIES OR TYPES OF DATA IS DATA IS
DATA COLLECTED UPDATED
ide -Empl dP I
ADP Agencywide 'th;’yee andrayro MTS HR & Payroll ADP N/A not collected not collected
APC / MobileStatistics Passenger counting system on Trolley Operationsand IT INIT Ridership Data daily daily
Document Management archive Wave
Application Xtender & . MTS HR & Payroll Technology Electronic Personnel Files daily daily
system used with Kofax ]
Solutions Group
ArcGIS GIS software MTS IT/Planning/MOW ESRI Geographic Data daily daily
MTS Clai d Workers C .
Claims a|rT15an .or erstomp MTS Risk MTSIT External /Internal Personal Data daily daily
information
Darktrace Cybersecurity Intrusion Detection MTSIT Darktrace Computer systems operational data continuously continuously
MTS S ity Dispatch/Citati .
eFORCE ecurt ylssljipnagc /Citations MTS Security (CCI) IntelliChoice Personal Data daily daily
MTS, NCTD, Transit & Trolley. .
. . . . 7 7 7’ . . dall
Hummingbird Cubic datareporting MTS Revenue and Finance Cubic data daily y
ID Works Enterprise Badge creation Transit Store MultiCard Personal Data daily daily
NextFare Regional Fare System Agency and external Cubic Revenue and Ridership daily daily
Quality Management Administrator Records voice calls Agency Cisco voice daily daily
Ride Monitor Rider Counts SDTC Operations MTSIT Ridership Data daily daily
SAP Business Objects SAP System for Reporting (Bl) MTSIT SAP reports daily daily
SAP Business .
SAP BW HANA MTSIT SAP t dail dail
Warehouse 7.5 on HANA (reporting) reports ay y
SAP Content Server/ADS Server (11S) for SAP Attachments and Adobe MTSIT SAP business documentattachments daily daily
SAP CRM CRMlost and Found and complaints MTSIT SAP customer cases daily daily
SAP ECC, including Finance, mini HR .
. ) , i i i dail
SAP ERP ECC Procurement, Material, EAM MTSIT SAP Enterprise Business Data daily y
SAP SBP Budget SAP Budget module-BW 7.4 MTSIT SAP budget planning data daily daily
Senior, disabled and Medi b based . . :
SDM Compass Card entor, disabled and iedicare Web base MTS Legal and Transit Store MTSIT Personal Data daily daily
compass card application
Taxi Administration Taxi licensing and inspections MTS Taxi Admin MTSIT Taxicab Licensing / Inspections /Reg daily daily
Taxi Scheduler Taxicab Vehicle Round Scheduler MTS Taxi Admin MTSIT Taxicab Data annually annually
Taxi Vehicle Inspection Notice Taxicab Inspection Notices MTS Taxi Admin MTSIT Taxicab Data annually annually
Tenable Cybersecurity vulnerability management MTSIT MTSIT Computer systems operational data continuously continuously
Dat lled t h tob d f Troll d MTS
Trolley Ridership\TREP atapulledto warehouseto beusedtor rofiey an. MTSIT Trolley Ridership monthly monthly
ssrsreports Departmentsin reports
Wheel Scan Wheel scan Trolley KLD Labs Maintenance Data daily daily
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Per California Government Code section 6270.5, MTS must post a catalog of its enterprise systems on its website.

Enterprise system means a software application or computer system that collects, stores, exchanges and analyzes information that the agency uses that is both of the following:

1) a multi-departmental system or a system that contains information collected about the public; and 2) a system of record that serves as an original source of data within an agency.
An enterprise system does not include any of the following:

(A) Information technology security systems, including firewalls and other cybersecurity system;

(B) Physical access control systems, employee identification management systems, video monitoring, and other physical control system;

(C) Infrastructure and mechanical control systems, including those that control or manage street lights, electrical, natural gas, or water or sewer functions;
(D) Systems related to 911 dispatch and operation or emergency services;

(E) Information security record that would reveal vulnerabilities to or otherwise increase the potential for an attack on an information technology system; or
(F) The specific records that the information technology system collects, stores, exchanges, or analyzes.

Please note, the records and systems described on this list does not necessarily mean they are open for public inspection. A case by case analysis is required to confirm whether access to certain data would be restricted or permitted per the California Public
Records Act.



